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ABSTRACT

The essay comments on the debate of the CCP’s increasing
control over cyberspace since 2013. Specifically, it will
argue that, through the securitisation of the internet and
cyberactivity, the Chinese government has created a
virtual panopticon. To make this case, the Copenhagen
School’s Securitisation Theory and Foucault’s concepts of
panopticism and disciplinary power will be explained and
applied to the CCP’s censorship and surveillance of the
Chinese internet. Through securitisation of an issue and
putting it in the realm of emergency politics, a
government can legitimise exceptional measures that
would not be possible under normal circumstances.
Several examples of the securitisation of cyberspace will
be discussed, such as the 2013 law that made the
“spreading of false rumours online” a punishable act, as
well as the establishment of the Cyberspace
Administration to conduct dataveillance in 2014. More
recently, homosexuality has been re-criminalised as
“abnormal sexual activity” with the 2017 ban of LGBTQ
content on the internet. The CCP’s actionswere all justified
on the basis of national security, framed as a necessary act
to protect Chinese citizens from alleged dangers to society.
However, these developments are highly problematic as
the freedom of speech is increasingly curtailed under
rising authoritarianism. The consequence of this
successful securitisation is that the CCP has created a
virtual panopticon in cyberspace, effectively controlling
people's online behaviour. First of all, like in a panopticon,
surveillance feels constant and ubiquitous, with netizens'
activities permanently visible online. Furthermore, the
government's power is visible yet unverifiable, as it is not
clear when the CCP is monitoring internet users’ activities,
nor exactly which activities are illegal. This leads to the
internalisation of the CCP's values, as netizens and internet
services engage in self-censorship to avoid punishment.
The government therefore does not coerce, but discipline.
Lastly, it does not matterwho conducts the surveillance for
the panopticon to function. Everyone can survey and be
surveyed. In these ways, it is unsettling to see how
efficiently the CCP has created its virtual panopticon.
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1. INTRODUCTION

In 2017, for the third year in a row, China had the dubious honour of being named the
“world’s worst abuser of internet freedom” by the NGO FreedomHouse (2018). It is not
undeserved: in an impressive demonstration of its pervasive control over Chinese
society, the Chinese Communist Party (CCP) has been worryingly successful in
tightening and systematising its regulation over cyberspace and the internet over the
last five years. The Party’s position on freedom of speech on the internet was succinctly
conveyed by President Xi Jinping at the secondWorld Internet Conference inWuzhen,
as he commented: “On the one hand, we should respect the freedom of expression. On
the other, we need to create a fine cyberspace order following relevant laws" (Griffiths,
2015).What is problematic here is that the Party does not allow citizens to influence the
legislation process, and its laws are designed to keep the Party in place. As such, in
practice, cyberspace activity and discussion are allowed, as long as they adhere to party
ideology, limiting true freedom of expression. Ironically, while President Xi held his
speech about the Chinese understanding of the concept of freedom of expression at
the Wuzhen World Internet Conference, Chinese free speech advocate Pu Zhiqiang
was held in Beijing's detention centre for posting tweets critical of the CCP on Twitter
(Blake, 2015; Evans, 2015). ManyChinese netizens interpreted this as awarning to other
dissidents, showing that critical voices on the internet are not tolerated and will be
punished with jail sentences and fines. The CCP thus gives the illusion of free speech
on the internet, while in actuality censoring and conducting surveillance in search of
nonconformists. How does the CCP justify these actions? Andwhat effects do they have
on Chinese netizens?

Once again, a quote by President Xi can serve as elucidation of the CCP’s logic. In April,
he proclaimed: “Without web security there’s no national security, there’s no economic
and social stability, and it’s difficult to ensure the interests of the broader masses”
(Reuters, 2018). In this way, censorship and surveillance are rationalised and enabled
by portraying them as necessary ‘invisible’ tools for so-called web security.
Accordingly, the government's omnipresent and all-seeing eye conditions netizens to
self-censor and remain uncritical online. This essay will debate these findings and
argue that, through the securitisation of the internet and cyberactivity, the Chinese
government has created a virtual panopticon. It will be shown that this structure is used
to discipline online behaviour to adhere to its censorship rules through the impression
of constant and pervasive surveillance. To make this argument, the Copenhagen
School’s Securitisation Theory will be applied, as well as Foucault’s concepts of
panopticism and disciplinary power to the case study of the CCP’s control over
cyberspace in China. The following sections will review previous literature on the
CCP’s internet securitisation and its panoptic effects, highlight the concrete ways in
which the Party has justified its progressive securitisation of the internet, and
demonstrate how China's cyberspace administration resembles a virtual panopticon.
This essaywill thus provide a theoretical basis to explain why the Chinese government
has been successful in continuing to restrict free speech despite the advent of the
internet.
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2. LITERATURE REVIEW

As a controversial issue, the Xi administration’s intensifying practices of online
surveillance and censorship have received considerable attention both in popular
media and in academic literature. Optimistic beliefs as expressed in articles like Liu
and Chen’s (2012) Why China Will Democratize, which pointed towards the internet as
democratising force, were crushed by the CCP’s repressive internet policies under the
new President. Books like Economy’s (2018) The Third Revolution: Xi Jinping and the New
Chinese State provide an overview of the growing cyberspace regulations. However,
these works generally focus on placing these developments in the broader context of
growing authoritarianism under President Xi, rather than on how they are justified by
the Chinese government, as this essay does. One short article by Caster (2014), did
remark the CCP established a link between social media and security regarding its law
against ‘spreading rumours’, as does this essay. However, Caster did not explicitly draw
the link to Copenhagen School’s Securitisation Theory, nor did he make explicit the
mechanisms of securitisation move as elaborated upon in this essay. This work adds to
Caster’s by explaining why the CCP made its first securitisation move, why it was
effective, how it was followed by deeper securitisation of cyberspace over the following
years, and what the effects on netizens’ behaviour were.

These panoptic results of self-censorship of internet surveillance in China were
discussed as early as 2003, whenTsui warned of “the potential to have the internet turn
into a full-blown Panopticon” (p. 66). Tsui, as well as Zhen in 2015, noted how the
panoptic characteristic of the fear of being monitored by the government contributed
to online self-censorship. This essay elaborates upon their observations by showing
Tsui’s prediction indeed came true under the CCP’s newest internet regulations, and
arguing this was enabled through securitisation of the internet. Furthermore, it will
emphasise two other crucial panoptic factors that deepen the disciplinary power of the
Chinese government: that non-governmental actors also participate in surveillance,
and that the government’s power is visible, yet unverifiable. The next sections will
present this argument.

3. SECURITISATION THEORY

Securitisation is a concept mainly associated with the constructivist Copenhagen
School in Security Studies, consisting of scholars Waever, Buzan, and colleagues from
the Copenhagen Peace Research Institute. They define securitisation as "shifting an
issue out of the realm of 'normal' political debate into the realm of emergency politics
by presenting it as an existential threat" (Peoples and Vaughan-Williams, 2010b: p.76).
In other words, securitisation portrays an issue dangerous to such a degree that it has
the potential to undermine national security, and poses it therefore does not belong in
the a-securitised sphere of society. Normal politics need to be suspended in order to
deal with the issue, which legitimises an actor to take exceptional measures, according
to the Copenhagen School (Buzan et al. 1998; McDonald, 2008; Peoples and Vaughan-
Williams, 2010b). For example, to prevent a life-threatening disease from spreading,
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states have the legal authority to impose a quarantine and restrict freedom of
movement, which under normal circumstances would be problematic. However, most
issues are more ambiguous than this example in endangering national security. As
securitisation can authorise controversial and far-reaching actions, it is important to
understand the securitisation process.

According to the Copenhagen School, securitisation occurs through 'speech acts', in
which an issue is being framed as a security matter by authoritative actors, mostly in
the political sphere (Buzan et al., 1998; McDonald, 2008; Peoples and Vaughan-
Williams, 2010b). As in Constructivist theory, discourse is crucial, as for securitisation
there is always a speaker and an audience involved. Not all attempts at securitisation,
or securitising moves, are successful: securitisation is an intersubjective process, a
negotiation where a securitising move only succeeds when it is accepted by the
intended audience. There are several facilitating or felicity conditions that contribute
to the success of a securitisation move, such as the role and authority of the speaker.
Furthermore, the Copenhagen School warns against overstretching the concept of
security, as it has political and intellectual dangers. After all, securitisation allows a
militarised mode of thinking that restricts open discussion and criticism of state
actions, so that a certain agenda can be pushed through. In the name of security, a state
can justify questionable 'emergency' practises that would otherwise be opposed, which
is alarming if the securitisation actor has dishonest intentions. Overstretching the
concept of security has intellectual consequences as well: if toomany issues are labelled
as a securitymatter, the idea of security loses its meaning and usefulness.Waever (1993)
therefore calls for 'desecuritisation’, or shifting securitised issues back into the normal
political sphere, and urges critical analysis of securitisation moves.

4. SECURITISATION OF CYBERSPACE IN CHINA

Applying theory to practice, we can see how securitisation of cyberspace has transpired
in China. The rise of cyberspace, social media, and the internet posed a new challenge
to the Chinese government, empowering citizens in several ways (Tai, 2007; Robinson,
2013).With theWorldWideWeb, the information that flows from, to, andwithin China
became much harder to control. The internet thus stimulated diversity of ideas and
opinions diverging from the official Party line, endangering internal stability of the
CCP rule. In immediate response to this challenge, in 2000, the Ministry of Public
Security started the Golden Shield Project, often referred to as the Great Firewall, as a
surveillance and censorship system based on online data ( James, 2009; Deibert et al.,
2011; Punyakumpol, 2011). Therefore, since the beginning of the internet in China,
cyberspace has been politicised to be part of the political sphere. Cyberspace has also
increasingly been securitised. Already in 2000, Chinese provinces started forming
Internet Police Forces, who would "administrate and maintain order on computer
networks" (Tai, 2007: p.99) by finding and censoring controversial web content for the
Ministry of Public Security. This shows that the CCP has always imposed cyberspace
regulations.
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However, though developments like this set the stage for securitisation of cyberspace,
they cannot be identified as true securitisation moves yet, according to the
Copenhagen School's criteria, since cyberspace was not explicitly linked to security in
a speech act (Peoples and Vaughan-Williams, 2010b). True securitisation of cyberspace
only started under President Xi’s rule, when China passed a law against the spreading
of rumours online in 2013. Circulating ‘false rumours’, of which the definition was left
ambiguous, could now lead to detention and trial. According to Xinhua, the spreading
of false rumours "mislead[s] the public and disrupt[s] social order", and "freedom of
speech does not mean freedom to disseminate information" (Mengjie, 2013). Here, we
can see how cyberspace activity was explicitly linked to security, justifying the
limitation of the (Western interpretation of) freedom of expression in the name of
social stability. This shows the dangers of securitisation, as opinions and information
countering the CCP's view could now be framed as harmful rumours, and punished in
the name of security ('China: New Ban on 'Spreading Rumors' About Disasters', 2015;
Tokmetzis, 2016).

The securitisation movement intensified over the next years, as in 2014 when the
CyberspaceAdministration of China (CAC) was established under LuWei as the central
cyberspace control agency to ensure ‘cybersecurity’ (FreedomHouse, 2018). Its powers
were justified with a speech act by President Xi, as he stated that "national security no
longer exists without network security" (Kaja and Luo, 2015). The CAC’s powers have
expanded significantly since its creation. New cybersecurity laws in 2015 and 2016
enabled it to not only supervise and censor online content by requiring operators to
comply and register users under their real names, but also to limit the overseas transfer
and storage of personal information of Chinese citizens (Cheung, 2015; Kaja et al.,
2015). Furthermore, it demanded that internet companies also monitor and censor
their content themselves, with failure resulting in fines or forced closure. The new
Counter-Terrorism Law also required internet services to give the CAC decryption
keys and access to interface information if needed, allowing the government to access
users' data without difficulty (Carlson et al., 2016; Stratford and Luo, 2016). Another
more recent example, is the re-criminalisation of LGBTQ expressions as ‘abnormal’
and ‘deviant’ sexual activity on the same level of sexual abuse and violence, with several
attempts to ban gay content on the internet (Hernández and Mou, 2018; Shepherd,
2018). Cyberspace is now almost completely surveyed by the CCP, all in the name of
counter-terrorism, protecting national security, and enabling quick response to
security incidents (Economy, 2018). This would not be possible without the completion
of securitisation of cyberspace, allowing freedom of speech to be increasingly curtailed
under rising authoritarianism.

5. FOUCAULT'S PANOPTICON AND DISCIPLINARY POWER

The consequence of successful securitisation is that the CCP has created a virtual
panopticon in cyberspace, effectively controlling people's online behaviour.
Panopticism is a concept developed by post-structuralist Foucault (1995), as he
analysed the mechanisms of power (Simon, 2005; Peoples and Vaughan-Williams,
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2010a; Burke, 2013). He believed that a new form of power relation had emerged since
the 17th and 18th century, called 'disciplinary power', which relies mainly on
surveillance. Here, the notion of the panopticon comes into play. Originally, the
panopticon was developed by English philosopher Jeremy Bentham in 1785. It referred
to a prison designed in a circle, with a watchtower in the middle that would be able to
view every single cell. Inmates could not see each other or know whether they were
being watched. With this set-up, in which power is always visible but never verifiable,
the illusion of constant surveillance would prevent misconduct in the most efficient
way with the least coercion and actual force. In a disciplinary society, panopticism is
infinitely extended to all aspects of daily life. Through surveillance, or the possibility
of it, individuals are classified andmade to conform to the ruler’s norms. Furthermore,
regardless who surveys, whether it be the government, strangers, or even friends, the
power of the panopticon is not diminished. Each observer can be observed. Those
within the pervasive panopticon are then trained to internalise discipline, not with the
use of force, but by making the possibility of punishment always present.

As for the case study of cyberspace and surveillance and censorship, the CCP has been
successful in creating a virtual panopticon to control its population. The Chinese
government uses disciplinary power to engage in dataveillance, or the "monitoring and
'mining' of multiple forms of data [...] with the aim of identifying potentially 'risky'
groups and individuals" (Peoples and Vaughan-Williams, 2010c: p.185). These actions
are possible for the state, because it has been able to securitise cyberspace. And, just like
in a panopticon, the goal of the government in doing this is to control people's
behaviour (Foucault, 1995; Tsui, 2003; Tokmetzis, 2016). The CCP perceives
dataveillance as crucial for its regime's stability. Like in Chinese offlinemedia, freedom
of expression had to be limited in cyberspace, and dissident opinions had to be
identified and punished. Just like the prison panopticon, cyberspace surveillance is
seemingly constant and ubiquitous. Netizens' activities are permanently visible and
punishable. Interestingly however, as King, Pan, and Roberts (2013) found, the CCP
does not censor all cyberspace content critical of the state. Instead, censorship mainly
focuses on the content that could spur social mobilisation, curtailing collective action.
The lines between what is allowed and what is not are always blurred, indicating
another clear characteristic of a virtual panopticon. Power is visible but unverifiable: it
is not clear when the disciplinary power of the sovereign will be exercised, and it is
ambiguous which cyberspace activities will and will not be punished. This uncertainty
is used to control internet services and netizens, forcing them to first consider whether
their activities are in line with the Party before conducting them.

This leads to another important panoptical characteristic of China's securitisation of
cyberspace, namely that the structure of the panopticon internalises the values of the
sovereign in its subjects by making punishment always possible. The CCP has
structured its cyberspace censorship in such a way that it does not have to use force
constantly to ensure compliance. By punishing a small number of dissidents harshly
and publicly, the CCP gives off a warning to all other netizens. This has led to self-
censorship of web services and users, reducing public debate about political and social
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issues: "The idea is that if you're never quite sure when, why and how hard the boom
might be lowered on you, you start controlling yourself, rather than being limited
strictly by what the government is able to control directly" ( James, 2009). This applies
to companies as well, as the CCP considers them responsible for their online content.
Since they can be fined or shut down if their censorship is not deemed sufficient,
internet services themselves also become more cautious and self-aware (Tsui, 2003;
Tokmetzis, 2016; Chong, 2018). This connects to the last panoptic characteristic of our
case study: that the disciplinary power of the panopticon is not dependent on who
conducts the surveillance. Internet services monitor and censor their own content,
netizens censor themselves, but also other netizens. Friends warn each other when
cyberspace activity is perceived too risky, as association with dissidents is also
dangerous. With China's new developing social credit system giving every citizen a
score dependant on criminal offences, online activity, and even the online activity of
friends, self-censorship and surveillance of other will become even more common.
After all, dissident online activity could lead to a bad score, which will affect citizens’
ability to receive a loan, get a job, and will even influence the search for a romantic
partner (Hatton, 2015). Thus, through the securitisation of cyberspace, enabling
dataveillance, the CCP has successfully created a virtual panopticon.

6. CONCLUSION

To make my argument, I have shown through several examples that cyberspace has
been securitised in China, enabling dataveillance and censorship. These actions have
been justified on the basis of national security, framed as necessary to protect citizens
from harm. The consequence of this successful securitisation is that the CCP has
created a virtual panopticon in cyberspace to effectively control users’ online
behaviour. First of all, like in a panopticon, surveillance feels constant and ubiquitous,
with netizens' activities permanently visible online. Furthermore, the government's
power is visible yet unverifiable, as it is not clear when the CCP monitors users’
activities, and exactlywhich activities are illegal. This leads to the internalisation of the
CCP's rules, as netizens and internet services engage in self-censorship to avoid
possible punishment. The government therefore does not coerce, but discipline.
Lastly, it does not matterwho conducts the surveillance for the panopticon to function.
Everyone can survey and be surveyed. In these ways, it is unsettling to see how
efficiently the CCP has created its virtual panopticon. As President Xi Jinping said:
“Cyberspace is not a place [that is] beyond the rule of law” (Phillips, 2015).
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